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2. Introduction
The following report details the proposed second phase of the Wessex First Intranet development. It details several key improvements to the company intranet, while assessing the resource implications, security issues, legislative issues, strengths and weaknesses related with each. These improvements aim to meet the corporate objectives of the company and transform its current internal working methods with a modern 21st century solution.





















3. Proposal
3.1 Employee Internet Usage
Wessex First currently have no email, internet or phone usage policy in place. While many employees would never abuse this freedom of resource at work, it is recommended that businesses should never rely solely on the employees’ moral code. As such, the agency is encouraged to adopt a new system, whereby all current and future employees must sign an Acceptable Use Policy (AUP) before being granted access to the company information systems. This should outline a set of rules as to how the phone, intranet and internet systems should be used – detailing what employees are and aren’t allowed to do. It should also underline what sanctions will be placed upon an employee if they fail to adhere to the AUP. Employers are not required to allow employees access to email, internet or telephones for their personal use. Limiting employees’ personal use of these systems will reduce the time they waste at work and simultaneously increase the efficiency of the agency.




3.2 Intranet Improvements
Unfortunately, the company have identified only 12 weeks web developer time to improve the intranet, which means that all of the staff suggestions for intranet content cannot be implemented (these would equate to 17 weeks of developer time). The most important developments must therefore be prioritized.

3.2.1 Grouping Suggested Intranet Improvements
The developments can be categorized based upon their impact on the business. They are grouped below based on different Information Systems groups identified by Chaffey (2009) (see Academic Context for further details):
Operational Value Investment: These systems include the Canteen Menu, Company five-a-side and rounders fixtures, Expense authorization system and the Holiday booking system. They are often valuable at increasing company efficiency or reducing costs – but don’t actually contribute directly to the performance of the business.
Strategic Value Investment: These systems include the Telephone directory and Project Information. They are a strategic investment, typically intended to increase customer loyalty.
Infrastructure Investment: These systems include the Discussion board. These can be substantial investments which result in gain in the medium to long-term. 
It’s evident that while Operational Value Investment might improve some internal aspects of the business, the real investments in the intranet which would transform internal working methods and offer a better service to the local projects, are those grouped under Strategic Value and Infrastructure Investments. These options offer the greatest improvements to the business and therefore a larger return on investment.






3.2.2 Which Intranet Improvement to Implement
All of the suggested intranet developments have been plotted in Figure 1 to discern the possible impact each might have. Chaffey (2009) suggested that ‘it is evident that priority should be given to applications that fall into the Strategic and High Potential categories’ (p.322). In order to achieve the company objectives – which include transforming internal working methods and making the most of new technology – it’s clear that those Information Systems which fall into the High Potential and Strategic categories are, as Chaffey suggests, most likely to advance the business and help it achieve its corporate objectives.
Consequently, the recommended intranet developments are as follows:
· Telephone Directory (2) 
· Project Information (3)
· Discussion Board (3)

These recommendations use 8 of the 12 weeks of web developer time identified to improve the intranet. They are ordered from most important to least.
[image: ]
Figure 1 – A graph to plot the future and current strategic importance of possible information system upgrades.
3.3 Document Management System
It is clear that the current system – whereby a member of staff in each of the sub-regional offices uses Dreamweaver to upload content to a mirror-site, before a web manager uploads these to a live version of the intranet – is cumbersome and inefficient. It isn’t practical for all changes to be sent only through certain individuals.
A solution is required whereby staff can manage their own content. Because the emphasis is mainly on sharing documents and forms created in PDF format, a Document Management System (DMS) is proposed. This system, which would make use of server-side scripting such as PHP or Coldfusion, would allow all employees to both add and retrieve electronic documents on the intranet, while simultaneously removing the need for individuals who upload all content in each regional office. The security of these files would also benefit from allowing different employees different levels of access to the files. For example, an employee may be allowed to add files, but modifying or deleting them may be reserved only for those who have been granted authorization.
If changes are also made to the intranet which have been previously suggested, whereby Customer Relationship Management systems such as the Project Information and the Telephone Directory are implemented, the DMS could integrate with these systems for further benefits. For example, all of the documents associated with a certain project could be found simply by searching for that specific project. 
If the intranet improvements suggested in 3.2.2 were implemented, this would leave 4 weeks of the previously identified web developer time. It is recommended that these four weeks were spent building a Document Management System.


































4. Resource Implications
Each of the following implications assumes that the suggested systems were implemented as suggested in the Proposal.
4.1 Acceptable Use Policy Implications
Initially, company managers must decide which rules and regulations they wish to apply in the AUP, as well as judging how strict they wish to be with enforcing these rules. They must also decide upon the appropriate consequences if these rules are broken. Once these decisions have been made, the company should employ a lawyer to draw these into a contract. If the mangers wish to audit whether these policies are being followed by staff they may also choose to employ further staff.

4.2 Implications of the Suggested Intranet Improvements (Including the Document Management System)
As well as the 12 weeks web developer time required for the intranet improvements, there are several other implications. Firstly, both current and future employees must be trained on how to use the new intranet systems. It is recommended that a helpdesk service be installed for those who struggle to adapt to the new system. If this can operate over the phone it will also benefit half of the staff who work regionally.
Old methods of working must also be gradually transferred from the old traditional methods to the new ones. This may mean that old records have to be copied into the new system. Additionally, access rights must be defined for each employee. For example, a number from the telephone directory might only be deleted with authorization from a manager.
The company must also consider the network capacity and service levels. The new systems will put a greater strain on the company server and upgrades may be required. Additional costs may also be encountered to hire a technician who could manage the server and fix it if it breaks down.







5. Security Issues
5.1 Intranet Log-In
To ensure the safety of the organization, its employees and its clientele – several security issues must be addressed. Much of system security relies on simple, common-sense codes of practice. Users of the company intranet should be asked to sign-in with their own unique username and password before being granted access to any information systems. The company should also provide guidelines to employees on how to create safe and secure passwords. Passwords should be as long as possible (at least 8 characters); include uppercase and lowercase characters and numbers; and employees should never use actual words or references to personal information.







5.2 Security System
It is recommended that the company look into the prospect of implementing security measures on the machines used to access the intranet. While a compulsory AUP will reduce the number of unsafe sites visited or applications downloaded onto these machines, it is evident that many workers simply do not understand which may be harmful. Malicious software accidentally downloaded by employees may result in identity theft, intellectual property theft, denial of service attacks or even brand theft. A threat entering the intranet could paralyze it in a matter of minutes and the financial cost of putting matters right could be very high (Reuvid 2006). A filtering solution would remove this danger so that if an employee were to fall prey to a potentially dangerous website, the website URL could be checked against a database of harmful URL’s. The user would then receive a ‘blocked’ message if the site were deemed dangerous.




6. Legislative Issues
6.1 Acceptable Use Policy
The Acceptable Use Policy must be clear when outlining the company rules, as well as providing distinct details of the consequences were these to be broken. Additionally, the policy must be shown to every employee, who must provide a signatory agreement. If an employee were to be dismissed for any conduct which contravened the AUP, without the employee having agreed to it, the company would be guilty of constructive dismissal.

6.2 Recording Personal Information
Improvements in the intranet would mean that both the telephone directory and project information systems were recording personal information about clientele that the agency works with. Should this happen, the company must be open about how this information is being used by the agency and follow several principles of good information handling. The information must be:
· Fairly and lawfully processed.
· Processed for limited purposes.
· Adequate, relevant and not excessive.
· Accurate and up to date.
· Not kept longer than necessary.
· Processed in accordance with the individual's rights.
· Secure.
· Not transferred to countries outside European Economic area without adequate protection. (ICTL 2007)

The company will also need to notify the Information Commissioners Office under the Data Protection Act 1998. As the company employs over 250 people, there will be a fee of £500 for this notification.
Anyone who has information collected by the agency on their behalf also has a right to access this information under the Freedom of Information Act 2000. The agency must be open about the information they hold.






7. SWOT Analysis
7.1 Strengths
7.1.1 Communities of Practice
One of the most important developments of the new intranet would be the Discussion Board. It’s clear that such an area within the organization would allow the hundreds of staff to pool both their knowledge and resources into one single area. It would also provide an area for the main office, sub-regional office and mobile regional staff to communicate their ideas across time, location and organizational boundaries. With such multi-directional communication, everyone within the organization would have a chance to act, listen and respond to the main issues and project proposals that are so integral to the success of the agency. Uniting the opinion of the employees can only help the agency form decisions on which local projects are the best investments – helping the agency prioritize those investment opportunities that are most likely to succeed. The discussion board would also provide a point of reference for any new employees who might be unfamiliar with how the business works, enabling them to learn from more established members of the team. Wenger and Snyder (1999) reinforce this sentiment, suggesting that the strength of communities of practice such as these ‘is self-perpetuating. As they generate knowledge, they reinforce and renew themselves. That’s why communities of practice give you not only the golden eggs but also the goose that lays them’. It’s evident that the Discussion Board would provide a large return on investment that would benefit the employees, the agency and its clientele. 

7.1.2 Transforming Internal Working Methods
Implementing Telephone Directory, Project Information and Document Management System improvements to the intranet would dramatically transform the internal working methods of the company – which would become very much driven by technology. Information would become more available, easier to find and simpler to share. Any information shared regarding each project would help all staff understand the attributes and potential for each investment opportunity, allowing staff to prioritize projects by their importance. This easier access to information would result in a faster response time between the company and the client – encouraging a close relationship between the two. The new system would also be much more efficient than traditional paper methods of storing information – reducing costs and allowing further funds to be used for investment purposes. Such improvements will allow the internal value of the organization to grow massively as the new system is gradually adopted and process efficiencies consequently improve.

7.1.3 Other Strengths
- The adoption of an Acceptable Use Policy would drastically cut down on the number of hours company employees waste with personal use of internet, e-mail and telephone, meaning that more of their time would be spent focusing on company issues. The overall efficiency of the company should improve.
- The implementation of a Document Management System would negate the need for three members of staff who currently operate uploading web pages in each of the sub-regional offices. They could be offered other roles to improve the company or released as part of company cut-back measures.
- A document management system would also allow different automated access rights to each employee based on their authorization level in the business. Those at lower levels, for example, might not have permission to delete telephone directory records.




7.2 Weaknesses
7.2.1 Dependence on Technology
Transforming the old internal working methods from paper to technical means has many benefits as aforementioned. However, these benefits entrust the entire system to technology – a medium which has many variables and as such, has been known to fail. Contingency plans must therefore be in place in case these fears are realized and the system does fail. For example, would the company grind to a halt if there were a power-cut in its offices? The company must plan for these eventualities.

7.2.2 Uptake of New Systems
While the new systems are likely to improve efficiency and service in the medium and long-term, it’s likely that in the short-term they will disrupt the agency, as the employees begin the transition from the old ways of working to the new. Many will be reluctant to accept the new systems and find working with the new technology difficult, while training all of the hundreds of employees may take much longer than anticipated. The company must allocate a realistic amount of time for the changeover from the old and the new systems.

7.3 Opportunities
It should be noted that the current assessment of external opportunities and threats is limited without a more detailed insight into the business.
7.3.1 The Advantage of Public Funding
As a publicly funded organization, it is apparent that the company corporate objectives will differ compared to its private counterparts; whose owners have a vested interest in how it is run. The agency operates to invest in local projects rather than seek financial gain. As such, it has no competitors and can therefore pursue strategies which seek solely to improve its service and efficiency – rather than having to compete with cost-leadership. This will allow for resources to develop company value internally which would not have been available if the business were privately owned.





7.4 Threats
7.4.1 Security Threats
The security of the internal intranet systems is much more advanced than a lock on a filing cabinet. Systems require protecting and updating – a process which can be costly – especially if the system is targeted for attack from an external source. Outside interference through security breaches would completely undermine the efforts made to transform the internal system. Adequate resources must therefore be sourced to protect against this possibility.








8. Academic Context
8.1 Intranet Suggestions
The intranet suggestions were grouped based on the following categories identified by Chaffey (2009):
‘Operational Value Investment. These investments are in systems that are key to the day to day running of the organization, such as…workflow system for managing staff training and leave.’
‘Strategic Value Investment. Strategic investments will enhance the performance of a business and should help in developing revenue. A CRM system would be a strategic investment. This will be intended to increase customer loyalty, resulting in additional sales from existing customers.’
‘Infrastructure Investment…Typically this includes investment in internal networks, electronic links with suppliers, customers and partners and investment in new hardware such as client PC’s and servers. (p.320)’
Selecting the right systems for investment was also based on advice from Chaffey, who stated that ‘competitive advantage comes not from technology, but from how information is collected, stored, analyzed and applied (p.319)’. It was also based on the writings of Eisenhardt and Sull (2001) who suggested:
‘The key strategic processes should place the company where the flow of opportunities is swiftest and deepest. The processes might include innovation, partnering, spinout creation, or new-market entry (p.109).’
The suggestions chosen and the proposals made were intended to place the company where opportunities were ‘swiftest and deepest’. Improvements were also chosen which were likely to instill ‘communities of practice’ within the company, which Wenger and Snyder (1999) defined as ‘groups of people informally bound together by shared expertise and a passion for joint enterprise (p.139)’. They propose that:
‘Communities of practice can drive strategy, generate new lines of business, solve problems, promote the spread of best practice, develop people’s professional skills, and help companies recruit and retain talent (p.140).’
These benefits of communities of practice form parallels with the company corporate objectives; and the development of such a system was therefore pursued.

8.2 Security
Information which detailed the requirement and implementation of a security system was obtained through readings of Reuvid (2006), who proposed that:
‘If a user falls victim to a deception technique…that website can be automatically checked against policy settings and its categorization within a database of URL’s. Through effective remote filtering, the user can receive a “blocked” message, eliminating the need to second-guess the validity and safety of websites and thus protecting not only the individual’s security but also the organization’s (p.68)’.
This solution seemed adequate for a system where many of the users weren’t technical minded and so were more likely to be duped into visiting a dangerous site on the company machines.
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